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1
Decision/action requested

This document proposes to add conclusion on mitigation against the linkability attack in TR 33.846.
2
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3
Rationale
The KI #2.1 proposed a general requirement that “The 5G system shall support mechanisms to mitigate the linkability attacks.” [1].  
The solution#2.3 enables the network to mitigate the Linkability attacks. When the UE receives the authentication request message, UE generates authentication response with unified format for successful authentication, MAC failure and sync failure. Successful authentication can be distinguished through verification of RES* in AMF. MAC failure and sync failure can be differentiated through verification of AUTS in UDM. The attackers are unable to get the failure type with the authentication response message. 
The solution #2.5 also fulfils the potential security requirements and mitigates the threats of the linkability attack. By using the security mechanism in the solution #2.5, the attacker cannot distinguish the specific authentication failure cause, thereby preventing the breach of the user’s untraceability and mitigating the linkability attack. 

Therefore, the solution #2.3 and solution #2.5 is recommended for normative work to mitigate against the linkability attack.
4
Detailed proposal

***
BEGIN CHANGES
***

7.X
Conclusion on KI #2.1 

The solution #2.3 and solution #2.5 are recommended as basis for normative work to mitigate against the linkability attack.
**
END OF CHANGES
***
